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About Pluton

' w:‘ g g‘ - Tock OS at the core of every Pluton
3 firmware image
SEsl i - Some bolted-on additions, such as crypto
1 it drivers
TEITL R - Apps provide services to host OS, such as
LMl TPM and KSP
Pluton Firmware
o o - Standard Syscall Interface ™ cerreririnnne -|- OCkOSKemel
- On-die security coprocessor
- Jointly developed by Microsoft and oY

IHV partners

- Firmware developed and serviced by
Microsoft

Custom Hardware Drivers

Crypto Hardware SoC Interconnects




- Introduction
- Virtualizer Pattern
- Mutex Variations

- Driver Commands




Problem Statement

« Classical CS problem

« Still relevant for Tock
« More relevant for us?

« No BUSY or retry loops



Virtualizer Pattern



Case Study 0: UART Virtualizer

Debug Process
Writer

Console

UartDevice UartDevice UartDevice

> virtual_uart.rs

MuxUart

UART HW
Driver



Virtualizer Pattern Analysis

Pros Cons
- Transparent to clients - Tedious to write and maintain
- Tailored to specific data or usage - Potentially larger code footprint

pattern of device in question



Mutex Primitives



Case Study 1: Crypto RAM
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Crypto Complex
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Case Study 1: Driver Architecture

AES ECC
Capsule Capsule

AES HW ECC HW
Driver Driver




Mutex<T>

AES ECC
Capsule Capsule

AES HW ECC HW
Driver Driver




Mutex Sequence Diagram

AES Driver Mutex ECC Driver
request() )

( request()

ready()

Perform AES operation
using Crypto RAM
drop() )
ready() )
Perform ECC operation
using Crypto RAM
( drop()
l

AES Driver Mutex ECC Driver



AesDriver {
ram_mx Mutex<CryptoRam>,

/e

Mutex Usage

¥
Pseudocode hes for AesDriver { O
(&self, /* params */) {
self.state (State (/* params *#/));
self.ram_mx (self);
3
¥
MutexClient<CryptoRam> AesDriver {
(&self, ram: MutexGuard<CryptoRam>
e self.state O {
State (params) {
self (params, ram);
self.state (State (ram));
self Q;
¥ RAIl Guard
_ ("unexpected mutex callback"),
¥
3
¥
AesDriver {
(&self) {
self.state (State::Idle);
self.client Q;




Case Study 2: Storage Capsule

AES
Capsule

Secure HMAC

Storage
Capsule Capsule

AES HMAC
Driver Driver



Case Study 2: Storage Capsule

AES
Capsule

Secure HMAC

Storage
Capsule Capsule

AES HMAC
Driver Driver




Multiple
StorageCapsule {
IVI Utexes aes_mx Mutex<AesDriver>,

hmac_mx: &Mutex<HmacDriver>,

MutexClient<AesDriver> StorageCapsule {
(&self, aes: MutexGuard<AesDriver>) {
aes (self);
aes C/* params */);

MutexClient<HmacDriver> StorageCapsule {
(&sel#, hmac: MutexGuard<HmacDriver>) {
hmac (self);
hmac (/* params */);




Case Study 2: Storage Capsule

A

AES Secure HMAC

Storage
Capsule Capsﬁe Capsule

/|

AES HMAC

Driver Driver




Generic Mutex

AesCapsule<A: Aes> {
aes_mx Mutex<A>,

¥
<A: Aes> MutexClient<A> AesCapsule<A> {
(&sel#, aes: MutexGuard<A>) {
aes (self);
aes (/* params */);
¥




Case Study 2: Storage Capsule

AES
Capsule

Secure HMAC

Storage
Capsule Capsule

AES HMAC
Driver Driver




StorageCapsule<A: Aes, H: Hmac> {

IVI UItiple aes_mx Mutex<A>,

hmac_mx Mutex<H>,

Generic }
Mutexes <A: Aes, H: Hmac> MutexClient<A> StorageCapsule<A, H> {
(&self, aes: MutexGuard<A>) {
aes (self);
aes C/* params */);
¥
¥
<A: Aes, H: Hmac> MutexClient<H> StorageCapsule<A, H> {
(&sel#, hmac: MutexGuard<H>) {
hmac (self);
hmac C/* params */);
h
¥
error[E0119]: conflicting implementations of trait ‘MutexClient<_>' for type ‘StorageCapsule<_, _>'

—> boards/mutex-test/src/foo.rs:22:1

|
14 |/ impl<A: Aes, H: Hmac> MutexClient<A> for StorageCapsule<A, H>
| | - first implementation here

22 | / impl<A: Aes, H: Hmac> MutexClient<H> for StorageCapsule<A, H>
| | ~ conflicting implementation for ‘StorageCapsule<_, _>




Multiple
Generic
Mutexes

Foo {
Y/
Aes Foo {
Y/
Hmac Foo {
/2

s: StorageCapsule<Foo, Foo>

(/* ...



Case Study 2.1: Storage Capsule

AES Secure HMAC
Capsule

Storage

Capsule Capsule

Crypto
Driver




Case Study 2.1: Storage Capsule

AES Secure HMAC AES Secure HMAC
Storage Storage

Capsule Capsule Capsule Capsule Capsule Capsule

AES al\V\@ Crypto
Driver Driver Driver

Platform A Platform B



<A: Aes, H: Hmac> MutexClientAny StorageCapsule<A, H> {

MUtEXGuard (&sel#, resource: MutexGuardAny) {

self.state O 1
* State ::WaitForAes {
DowncaStlng Some(aes) = resource <A>() i

("unexpected mutex type");
L

self (aes);

State::WaitForHmac {
Some(hmac) = resource <H>()
("unexpected mutex type");
b
self Chmac) ;




Case Study 2.1: Storage Capsule

AES Secure HMAC
Capsule

Storage

Capsule Capsule

Crypto
Driver




Mutex Deadlock

Storage Capsule

aes_mx.request()

Mutex

ready(aes)

<

hmac_mx.request()

Deadlock waiting for

aes to be dropped

Storage Capsule

add tojqueue

e

Mutex



Reference Counting

>

refs|-=1

P

Storage Capsule Mutex AES Capsule
aes_mx.request()
ready(aes) drop(aes)
&
alt J [dif
add drop(hmac)
"""""""""""""""" [same
hmac_mx.request()
re
L ready(hmac)

Perform storage
encryption operation

Storage Capsule

>

refs|-=1

ready()

Perform AES operation

drop()

Mutex

AES Capsule



Reference Counting

Storage Capsule

aes_mx.request()

ready(aes)

Mutex

<

hmac_mx.request()

ready(hmac)

aes.enciypt()

Crypto Driver

encrypt_|

done()

hmac.cre

ate()

»(
=

hmac_d

one()

<

Storage Capsule

Mutex

Crypto Driver



BUSY Hazard

Storage Capsule

aes_mx.request()

<

ready(aes)

>

hmac_mx.request()

ready(hmac)

>

<

Storage Capsule

Crypto Driver

Crypto Driver



Mutex Summary

Mutex<T>

- Lightweight and simple
- Owns resource

- Allows mutation (DerefMut)

RefMutex<T>

- Multiple generics (downcasting)
- Reference counting

- No mutation



Driver Command Synchronization



Case Study 3: Hash Driver Contention

TPM App

KSP App

Usermode

Kernel

Hash
Capsule




Command Synchronization

TPM App Hash Capsule KSP App

subscribe()

command()

subscribe()

<

Perform hash
operation

command() -> BUSY!
*

upcall()

< |

TPM App Hash Capsule KSP App




Solution Proposals

- Proposal A — Apps explicitly synchronize with each other
- Proposal B — Capsules explicitly queue requests
- Proposal C — Kernel-managed request queue

- Open Discussion!



Proposal A: Lock Syscall

Usermode

Kernel

Hash
Capsule




Proposal A: Lock Syscall

TPM App

subscribe()

Hash Capsule

subscribe()

KSP App

<
ﬂ yield_lock()

yield_lock()
command()
>
upcall()
<
unlock()

TPM App

(yield returns)

command()

ﬂ upcall()

unlock()

>

<
I

Hash Capsule

KSP App



Proposal B: Capsule Queuing

TPM App

Usermode

Kernel

Hash
Capsule

Hash
Driver




Command {
pid: ProcessId,
num: usize,

Proposal B: s
Ca psu Ie MyCapsule {

o cmd_queue: RefCell<RingBuffer<Command>>,
Qu eu I ng , dc: DeferredCall,

SyscallDriver MyCapsule {
(&self, [* args =*/) CommandResult {
cmd_queue = self.cmd_queue Q;

cmd_queue (lc| c.pid pid) {

CommandResult (ErrorCode :: BUSY);
¥
cmd_queue (Command {
pid,
num,
argl,
arg2,
3,
self O {
self.dc Q;
}

CommandResult :: Success




Proposal C: Kernel Queuing

Usermode

Kernel

— — — — —

Capsule




Proposal C: Kernel Queuing

Second-order effects:
- Blocking syscalls
- Grant polymorphism
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